IlnaTtiskaa 0e3nexa: ocHOBHI mopaau Bia KidoepmoJtinii

He posromomnyiite BCi peKBI3UTH TUIATIXHOI KAPTKUA Ta KOHTPOJIIONTE PyX KOIITIB
Ha paxyHKy bank mo Temedony moxe 3amurtaTé mepiri 6 Ta octaHHi 4 mudppu
WIaTKHOT  KapTku. Jisi  OTpUMAaHHS IUIaTeXy HA KapTKYy AOCTATHHO
NOBiIOMUTH JuIe]l6-3HAYHUIT HOMEpP KAPTKH.

o Tpuwmaiite B cexpeti Tpu uudpu Ha 3Bopoti kaptku (CVV/CVC kon), koau
(omHOpa30Bi Maposti) 6aHKiB Ta MOOUTBHUX OMEPATOPIB, MIH-KOJ 10 KapPTKH.
[Tigxr09iTh CMC-1H(POPMYBaHHS CTOCOBHO OTI€paIlii 3 IUIATIKHOIO KapTKOIO.
VYCTaHOBITh IHIWMBIAyaldbHI JIMITH Ha oOIepalii 3 Ballol TUIATIKHOIO
KapTKOIO.

BuxopucTtoByiiTe BipTyallbHY KapTKy AJIs PO3paxyHKiB B IHTEepHET.

HepeanOByI/ITe HEOOX1IHy CyMy 3 OCHOBHOI KapTKu Ha BlpTyaJ'IBHy nepen
3IIHCHEHHSM MOKYIIKH. BipTyanbHy KapTKy TaK0K MOKJIMBO JI0AATH 1 O FAMaHIIIB
Apple Pay, Google Pay. He nepexonpre 3a nocunanHsamu BiJ He3HaiomuiB! [laxpai
pPO3CHIIalOTh IIKIAJIMBI MOCHUJIAHHS B MECEHKEpH, CMC, e-mail s 3apa)KeHHs
MIPUCTPOIB BIPYCOM, BHUKPAJCHHS MEPCOHAIBHHUX JIAHUX, CEKPETHUX KapTKOBHUX
PEKBI3UTIB, JIJISl IEPEX0Ay Ha (IIIMHIOBI @00 1HIII IIaXpaiiChbKi pECYpCH.

OTpuMainu NocuJIaHHs BiJl Ipyra — He MOCIiIaiTe Ha Hboro KiikaTu. [llaxpai mornu
OTpUMATH JAOCTYI /10 akayHTa jipyra. Criepiry 3arenedoHyilTe Ipyry Ta 3aluTanTe,
YM CTpaB/i MOCUJIAHHS BiJl HHOTO.



He BBOJIbTE PEKBI3UTIB IJIATIKHUX KAPTOK HA HE3HAHOMUX Ta MiJ03PUIMX callTax

o Ilepm Hix BBecTH B Oy1b-sKY (OpMY JaHi CBO€ET MIATIKHOT KapTKH a00
1apoJti 10 OHJIaiH

« OaHKIHTY, IEPEBIPTE apecy HeOOXITHOTO pecypcCy, ajke Oyab-sIKi
BIIMIHHOCTI MOXYTb CBIIYATH TIPO T€, 10 BU OMUHUIKCS Ha (PIIIITHTOBOMY
caifTi.

o k1o HEOOX1AHO EPEUTH HA CAUT KOMITaHi1, aipecy sIKOTO BU OTPUMAJIU B
MOCHUJIaHH1, BBEITH Y MOUTYKOBIM CHCTEMI Ha3By HEOOXITHOTO CANTY 1 JIMIIIE
TOM1 IEpexoIbTE Ha BeOpecypc.

3BepTaiiTe yBary Ha nmpoTokoJ cairy http — e HeHagiitHUI IPOTOKOII, 11€
O3Ha4Yae, M0 CAiTOM KOPHUCTYBaTHCS He MoxkHa https — moTpiOHO MPOJOBKUTH
nepeBipKy cailTy Takox peKOMEHIYeTbCs JOJJaTKOBO MEPEBIPUTH MTOCUIIAHHS
CYMHIBHUX CaMTIB:

e Ha cauTi KiOcpromin s poznn "Cron dpayi”. Takox y 1bOMy po3auIi
MOYKHa MEePEeBIPUTH Ha IIaXpaiiCTBO HOMEP TesieOHY Ta OAHKIBCHKY KapTKY;
« uepe3 cepric Acomiarii "€EMA" CheckVivLink BAXJIMBO!

Cxema maxpaiicTBa Moxe OyTH aOCOIIOTHO HOBOIO a00 100pe MpuxoBaHoo. Tomy,
KpiM nepeBipku caidty Ha caiTi KiGepnomimii B po3aun "Cron ¢gpaya" Ta cepsici


https://promo.bank.gov.ua/stopfraud/
https://check.ema.com.ua/

Acomianii "€EMA" CheckMyLink, npoBoasTe TakoX BiIacHy MepeBipKy. SKIIo BU
BUIIAJIKOBO PO3KPWJIM JaHl TUIATIKHOI KapTKH Ha MIJ03pUIOMY CaiiTi, HeraitHO
tenedoHylite 10 OaHKY 3a HOMEpPOM, 3a3HAYEHUM Ha 3BOPOTI KapTKH. SKIIO BU
CTaJIM >KePTBOIO IIaxXpaiB, HAMUIIITH 3asBY 10 Kidepnodiii 3a MM NoCUIIaHHAM ab0
MOBIJIOMTE MPO Ball BUNAA0K 3a HoMepoM Tenedony — 0 800 505 170. 3axucrith
CBOi aKayHTH JBIYl

1. CTBOpITH CKJIAIHUI MAPOJIb O €NEKTPOHHOT MOIITH, COIIaJTbHUX MEPEXK Ta
iHTepHeT! |0ankinTy. CKIIaHUI TapoJib MOXKE MICTUTH:

e &1 0iible CHMBOJIIB,

Benuki ta mami mitepw,

Hudpu Ta cremianbai 3HaKKW/cuMBOA. CTBOPIOITE YHIKAIBHUHN Mapoib s
KOXKHOTO 1HTEPHET-0aHKIHTY, €JIEKTPOHHOT MOIITH, COLIAIbHUX MEPEK
tormo. ITix gac cTBOpeHHS mapossi He BUKOPUCTOBYUTE: ® OCOOHCTY
nepcoHaabHy 1H(opMalito (qaTa HapOKEHHS, ajJpeca, HoMep TenaedoHy
TOIIO);

e 3arajJbHOBIJIOMI KOMOiHaIlIi MapoiB (HanpukJaaa, Qwerty12,
Password123456, Admin1234 To1o);
MOCJIIJOBHE/3BOPOTHE HAMTMCAHHS CUMBOJIIB 200 1udp.

2. YcTaHOBITh 6araroakToOpHy aBTEHTU]IKAIIIO.



baratodaxTopHa aBTeHTH(DIKALlS — 1€, KOJU AJIs BXOAY J0 aKayHTa, KpiM JIOTiHa
Ta MapoJis, NOTPIOHO BBECTH KO MIATBEPHKEHHSI, 0 MPUXOJUTH HA CMapTQOH,
eJIEKTPOHHY CKPHHBKY a00 y BiAMoBiAHUHN nonaTok. HanamryBaHHs
OaratodakTopHOi aBTeHTH(IKALIIl Ha MPUKJIA/l IHCTarpaMy 3a MOCHJIAHHSIM.

HaniitHo 30epiraiiTe Ta He pO3roJoNIyiTe CBil MiH-KOA! 3MIHIONTE MiH-KOJ 10
KapTKU:

o peryisipHo: 1 pa3 Ha 3 micsii,
e CHUTYaTHBHO: SIKIIIO0 BUHUKJIA T1103pa, IO e XTOCh HOTO MOXE 3HATH.

#llaxpaiil ynoaii! #Ki6epmomimis #be3neka/lanux


https://ticket.cyberpolice.gov.ua/

